A Modern
Security Paradigm
is Needed

® Consolidate threatintelligence from multiple
attack vectors

® Prevent malicious attacks, not just detect them

©

Protect against careless end user behaviour



Welcome to the future of Cyber Security

Introducing:




Security Beyond the Perimeter,
Protecting Devices, Security Data

Cloud Apps
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Dynamic And Powerful Detection Engines
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The Mobile World has Changed

What has Changed? The Impact to Us
65% of employee web Increases our exposure to
browsing is from mobile malicious sites and downloads
devices

il Employees access corporate Minimal security on devices leaves
data from smartphones mobile data highly exposed to theft

Mobile Phishing is on the rise Much harder to detect phishing on
a mobile device

Smartphones being used for Corporate data further exposed
both personal and business due to employee actions on
personal devices

Corporate web browsing Risk of regulatory fines and

policies need to be reputational risk
applied to mobile devices




Mobile Threats

Applications

@ Infected apps coming
from Google Play & App
Store

@ Sideloaded apps likely to
be malicious

@ 0-day Application
malware can take
control of device
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Network

@ Rogue Wi-Fi exposes us
to Man in the Middle
attacks

@ Phishing & Malicious
URLs can steal our
credentials and other
sensitive data

@ Phone calls and SMS are
vulnerable to
eavesdropping

Device

@ Older O/S versions can
be attacked with known
exploits

@ Poor device
configuration increases
exposure to attack

@ Jailbroken / Rooted
devices are left with
ZERO security
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Total protection for Smartphones
and Tablets

Covers Corporate and Personal
devices

Cloud-based infrastructure and
administration

Easy and quick to implement

Full integration with MDM/EMM
Best Malware Protectionin
industry




Protects against Zero Prevents Man In the Blocks Phishing links in

Day Malware and Middle Attacks over Wi- SMS, Social Media and

Infected Apps Fi and Cellular Web Browsers -
Restricts access to Prevents O/S Exploits Identifies and blocks

corporate email and and Device malicious Command &

other resources in case Misconfigurations Control communication <’Z?>9;

of device compromise SEES



How It
Works

Cloud Analysis

App Reputation

Basic App Investigation
Advanced Static Analysis
Advanced Dynamic Analysis
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On-Device Analysis

Machine Learning-based App Detection

Man-in-the-Middle Analysis

Jailbreaking / Rooting Detection
Malicious URL / Phishing*

- Dawnlead Prevention

SV vy

Real Time Intelligence
Policy, Monitoring &
Control
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Advanced Threat
Prevention for laptops in

INTRODUCING: a single agent
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Checs Point

LAPTOP SECURITY
REQUIRES A HOLISTIC

SOLUTION

© Employees are connecting
remotely from outside the

secured perimeter
© They are being targeted while

working remotely



® Malware has become polymorphic, it also
spreads via lateral movement, evading
traditional Anti-Virus engines

® Such sophisticated malware can only be
prevented by advanced engines

@ Signature only agents are insufficient
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Check Point
SandBlast Agent '”
Adds Advanced Threat File Emulation and File Integrates multiple Al
Prevention to your U Sanitization based behavioral
y & traditional AV Agents engines - On device

and in the Cloud

Prevents 0-day Phishing Detects and Protects your laptops
attacks and malicious | quarantines infected from Ransomware
web downloads devices : including full file

restoration

% Automated Forensic
N and Remediation (EDR) ’




360 degrees Security in a single agent NN

Augments your legacy laptop security with advanced Zero Day prevention
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360 degrees Security in a single agent

Consolidating all security modules into one single agent

& Endpoint Security e -
A Overvew

© Update now

Q Scan system now

% Connect
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INTRODUCING:

Protects Saa$
Applications

Protecting your employees
when connecting to your
cloud apps.

G Sulte 1 office 365
EGNY.TE  servicenow .

bOX § Dropbox



Using your Cloud Applications

& Cloud applicationsare being used daily
(0365, G-Suite, SalesForce, Box)

& These applications become an attackvector to
your corporate network

* Via Mail using malicious files
and links

& C(Cloud applicationsare vulnerable to Account
Takeover and data breaches
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Agentand Agentless
Identity Protection for
secure authentication

Allows secure connection
from any surface (web,
mobile and End Point)

Leading Zero day
Threat Prevention
using advanced
engines

llllllllllll.lllﬂ.

Saa$

Fullvisibility and
control overyour
cloud application

security events

Analyzes attacks as well
date leakage incidents and
shadow IT apps

Simple, intuitive and can be deployed in minutes!




How It Works:

Authentication

Identity Protection T

‘ Q g Advanced Threat /A »-,‘.\

Zero-day Data Leakage Reveal . !
Threats Prevention Shadow [T Prevention \.‘

Protection

Anti-
Phishing
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Intuitive Cloud

Intelligence Management Risk Profile
Agent and
Agentless

— WELCOME TO THE FUTURE OF CYBER SECURITY v,



Checx Point

INFINITY

Consolidated Security

IMETER

Afchitecture protecting:

B E &

Cloud
Laptops SmartPhones Applications

@ Leveraging the best suite of detection engines
& Focuson preventionand remediation
@ The richest ThreatCloud database of I0Cs



Shared intelligence powered by ThreatCloud

a & TH REATCL’),LJD » Emulates more than 4
GHECK POWT D Translates threat million files per day
THREATCL‘),‘;JD y intelligence data from
e 100M gateways and end a Stops 7,000 zero-day attacks
points around the world D
Into actionable security BERLUAY
protections.
» ThreatCloud passes 86 billion
|OCs perday
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Beyond the Perimeter

Encourage your customers to read about our global success

CHECK POINT ‘ Check Point Check Point

CloudGuard SandBlast SandBlast
Saa$
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Summary
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SECURITY BEYA ERIMETER

| [ |
Security Beyond the Protecting Laptops, Prevent targeted attacks
perimeter guarding Smartphones and on Cloud application
devices, securing data Tablets and cloud based e-mails
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